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Cross-Border Data Sharing Under the CLOUD Act

Summary
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Cross-Border Data Sharing Under the CLOUD Act

aw enforcement officials in the United States

electronic communications, such as eimmils

data tentdimdei gn'Theumtrrihdsinctennetodflthws
technologywyigamfarmiasns flexibility as so6botrtke geogrt
collé¢attrssd a alesatitognic communications that may be
neceshbausiddei same country wWHhie dhscomnmetobasrrc
governments around the world, including the Unit
territorisiln jtthrei cdiuatsicomf 1 a Wl te ndlosteoe hdeenbtd tdah v e s t
over the extent to which national governments <ca
stored in fordiegmermratioowhiahmdctilval 1liberties anc
i nforpm otpheer procedure® for sharing such data.
I n Unhiet ed States, this debate largeAlctSEWNY, center
which is patEtl ecft rtomendberGatandoenrs Pr’AV o b shied &StCtA( ECP A)
generally prodlibaltcogfeomaplasicdansengsthé electron
communication®8i tt omatnhdiartde sp adritsicelso,s ure to the U. S.
warrant based on probable cause tha% dinhier ecdo mmun i
States v. MithesSfiprwane pLoturt o WndidtreedcsS uwhhdeet sh e r

1 Seege.g, Andrew Keane Wood#gainst Data Exceptionalisn8 STAN. L. REv. 729,742-45 (2016 (analyzing

trends of increased government demands fbataSthred a [ ocated
Abroad: Ensuring Lawful Access and Privacy Protection in the Digital Era: Hearing Before the H. Comm. on the

Judiciary, 115th Cog. 1 (2017) [hereinaftddata Stored Abroad Hearifgstatement of Richard W. Downing, Acting
Deputy Assistant At t Whitpsihudiciay.holse.gdov/wgbniept/uploads/2017J06/Bowning ¢ ) ,
Testimony.pdfhereinafter Downing Statement] (outlining challenges to U.S. and foreign government efforts to obtain

data overseas).

2Seee.g, Riley v. California, 134 S. Ct. 2473, 2391 (2014)(“ C 1 o wnduting is the capacity of Internet

connected devices to display data st orWoddssupranatel,mto ve ser vers

739( [O]ne of the greatest societal and technological shniftscent years has been the move from storing data on a
local machine-such as a cell phone or computdo storing that data remotely on faraway servers, which can be
accessed by a network such aslthet er net . 7 ) .

3 See, e.gData Stored Abroathearing supranotel( st at e ment of Paddy McGuinness, Depu

U.K.), https://judiciary.house.govfwcontent/uploads/2017/06/McGuinneBastimony.pdfhereinafter McGuinness
Statement] (discussing the need for U.K. law enforcement access to data stored in the Uniteti&ateg)n
International Conflicts of Law Concerning Cross Border Data Flow bzl Enforcement Requests Before the H.
Comm. on thdudiciary, 114th Cong. 22, 589 (2016)[hereinafterinternational Conflicts of Lawlearing (statement
of Brad Smith, President and Chief Legal Officer, Microsoft Corp.) [hereinafter Smith Statenmsulgthg French
requests for data stored by Microsoft following a 2015 terrorist attack in Paris).

4 See supraotesl-3. See also infrg Uffited States v. Microsoft Carpnd the CLOUDA¢t (di scussing t he
States efforts to obtain data in Irelanidfernational Conflicts of Lawdearing supranote3, at 1718 (statement of
DavidBitkower, Pr i nci pal Assistant Deputy At t BitkowerStatemehtlisting. Dep’t
examples of evidence gathered from American technology companies that was critical to solving crimes overseas);

Peter Swire edl., A Mutual Legal Assisihce Case Study: The United States and FraBd®Vis. INT’L L.J. 323,327

(2016)( di scussing “how the globalization of data is affecting

5 Comparee.g, Jennifer DaskalThe UnTerritoriality of Data, 125YALE L.J.326, 329(2015)(contending that the

uni que nat ur ephysidal didcennect batwedn the loeatiofi of data and the location of ftsusem d e r mi ne s
traditional notions of territorial sovereigntyyjth Woods,supranotel, at 75663 (arguing that data is compatible with

existing conceptions of sovereignty and jurisdicti@ge also infrg CO&mmentary onthe CLOUDAtt ( di s cus sing
commentary regarding the extent to which cfiossder data sharing regimes should provide safeguards for privacy,

human rights, and civil liberties).

6Seel8 U.S.C. 88 2702712.

7 SeeP.L. 99508 100 Stat. 1848 (1986).

8Seel8 U.S.C. § 2702(a).

°1d. § 2703(a).
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commMadcos oft t o hroeculsceadlsacti me mmacinltser in Ireland throug
under tBetSCAss than one month after oral ar gume
signedot hle Clarifying Lawful Overseas Use of Dat :
Consolidated ADPpIMHTphpeci LOUMeAdst t he S€Aranderequi
provsdbject Mtoo trheel eSaGA data in theirrespposmssees si on
t o an S CH ewgaarrrdalnets s of whether thePAdatea itshel dc aSt.
government obtaineedmaah ¢nkedw iwa rIrraenlta nfdo ru ntdheer t he a
CLOUD Act, thedeSeunbirde mano &€ r t

escond fhaec £tL OddDd dArcethee s eciprocal 1issdesopfeforeiog
o access data in the United States XRBRrpart of t
o the CloQleD gAc tn,atfi ons seekegsegn edvatta yire qtuh @ eldn it to
equest the assistance ofprtohee dUl.rSe.sb yprwstvteaablnl mesnht t h
le gasls i str am¢ ¢ es ( MLAEBsqukewsotvsp uals cli dRtegqmue stogamarry.
either instrument are reviewed by U.S. courts be
authorized, but U.S. antddh dowsmeecgneoffisciabdfhaven
to accommodate bbeditdmamdsingett’hosdi gital

The CLOUD Act responds to calls for modernizatio
onclude a new form@Pohriomghr whtichnaklagtedmert gn
eek data directly fersoimt Hla Stt umrddmgopdionggy icmdnpwaindu
he U.S. 'Agweerenmmmenntts aut horized by the CLOUD Act
estrictions on’ acbeirltiatiyn tfoo rseeiegkn dnaattai odnisr e ct 1y fr
nvolsveirnigo u3whcmr immets targeting U. Sni Steadtseosns, provi

— = = ©n O

10SeeNo. 172, 548 U.S. _ 2018 WL 1800369slip op. at 2 (U.S. Apr. 17, 2018) (per curiam).
11 SeeConsolidated Appropriations Act, 2018,L. 115141, div. V [hereinafter CLOUD Act].

2As discussed in more detail bel owm, ct tcomSnGAiappgliioams teraim
in 18 U.S.C. § 2510(15), and a “remot & ceo nQuweftiewnfg" ser vice, ”
ECPAandthe SCA” Unless otherwise indicated, the terms “service |

both entities covered by the SCA.
13CLOUD Act § 103 (adding 18 U.S.C. § 2713).

14 SeeNo. 172, 548 U.S. _ 2018 WL 1800369slip op. at 2 (U.S. Apr. 12018) (per curiam) (vacating and
remanding with instructions to dismiss as moot).

5SeeCLOUD Act § 102(3) (discussing foreign governments’  mneed
service providers in t he finlings).Seedlsoinfrégg Executive Agneemertise congres si on
Authorized by the CLOUD Act ”

16 SeeT. MARKUS FUNK, MUTUAL LEGAL ASSISTANCETREATIESAND LETTERSROGATORY: A GUIDE FORJUDGES1 (Fed.
J. Cente2014),https://www.fjc.gov/sites/default/files/2017/MLALR-Guide FunkFJG2014.pdf Woods,supranote
1, at 74849. While MLATSs and letters rogatory have been the staridgedavenues for seeking crebsrder data,
some information can be provided through informal channels, such as co@peratiange between investigat@se
FUNK, supra at23.

17 Seee.g, PRESIDENT S REVIEW GRP. ON INTELLIGENCE & COMMC’NS TECHS, LIBERTY AND SECURITY IN A CHANGING
WORLD: REPORT ANDRECOMMENDATIONS 227 (2013)hereinaftePRESIDENTSREVIEWGROUA ( “ The ML AT pr oce s s
. is too s 1 o BRowning&tatememsbpean o b e 1[T]he mutuallegél &ssistance] process
anlack the requisite efficiency for tirmgensitive investigations and other emergencies, making it an impractical
alternativet6S CA warr ant s MeGuinness Statemerdypranoté3y “ 1t is widely acknowled:g
MLAT processes are too slow for rapidly developinogiater terrorism and serious crime invesfigatn s . 7 ) .

«

BAs used in this report, the term international agreement
agreements between the United States and foreign nations that are intended to bermediimgennational law.
AccordRESTATEMENT (FOURTH) OF FOREIGNRELATIONS LAW: TREATIES, TENTATIVE DRAFT NO. 2, § 102 cmt. §2017)

¥ Seeinfray Executive Agreements Authorized by the CLOUD A¢t
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determined tha’s badve fwateadlgyn mracticomnt, pamomgy and
other reduirements.

This report r1revot websosrhdee tdhe ddalawvewprmegmitnal matters i
Unit e d®IStt abteegsi ns with an ov&Nexixtethwe pdr ECPAsands eh
questions Miairddadfigmttibem and the impact® of the CI
Finalheyport examimmeos thd emaawtfiomal agreements au
Act and the commentary on the benefitdatand drawhb
shanmigmg edhent s

OverviE@GPAfand the SCA

EnactedECRA1I1OS 69gne foefd ttahwel prreigmalrayt i ngi di scl osure
communikaltdomy prECPtAsti sm @ ituhireede mai Titl el &,
commonly 1 e fWirrreetdagpt okcats s tthleeretat meceptooal ofor
el ectcoonmium i PRitti bbchdanle w c ha pUmirt eedo Stehmet 51 €d d e
“Stored Wire and Electronic Commuiacwdtgoeomer ahldy T
isefer rtehde tSot oarse d Commu XiTh®8CiAoapp Acf o oomfo S @Any

el ectcomaonmiumi cations éndlmmiaéi;&ﬁtgsixmtanckz%pdraaitgvaea,ste
messages, wad tl lc prmsnerimndge y svaidi al madcpai vates;
YouTube®VWii tdloaf s IEICIPA trleguisnd esf a pen register, a
to capture the routing information associated wi
di a’fFadc.hi hi Ed ®mtracisntse i £t hen circumstancesaitna which
canudle dirs cPosed.

c
1

20See id.

21 Because this report focuses on data sharing in the context of criminal investigations, it does not address other,
unrelated forms of information sharing, such as information sharing within an industry or with the government
following a cyberattackseeCRS In Focus IF10163ybersecurity and Information Sharingy N. Eric Weissor
information shared among private companies for commeruiglosesseeFacebook, Social Media Privacy, and the
Use and Abse of Data, Hearin®efore the S. Comm. on Commerce, Science, and Transpottdétimn Cong. (Apr.

10, 2018).

225ee infray Overview ofECPA and the SCA” A1 t hstitutignal previsions such as the Fourth Amendment
are relevant to government access to personal data as part of a criminal invessigeltloited States v. Warshak, 631
F.3d 266 (6th Cir. 2010) (holding that the government must obtain a warracessaertain stored emails), the focus
of this report is on statutory protections.

2 See infra§ Ufiited States v. MicrosoftCorp.nd t he CLOUD Act . ”

24 See infra§ EXecutive Agreements Authorized by the CLOUD A¢t

25SeeP.L. 99508 100 Stat. 1848 (1986).

26 See idtit. 1, 100 Stat. at 18489 (codified in 18 U.S.C. 8§ 2517521).

271d. at1860.

28 SeeTheofel v. Fareydones 359 F.3d 1066, 1077 (9th Cir. 200dgrt deniecb43 U.S. 813 (2004).

29 SeeQuon v. Arch Wireless Operating Co., Inc., 529 F.3d 892, 9®1Q®. 2008), e v °d on Four t h Amendmen
groundssub nomQuon v. City ofOntario, 560 U.S. 746 (2010).

30 SeeCrispin v. Christian Audigier, 717 F. Supp. 2d 965, 980, 989 (C.D. Cal. 2010).
31 SeeViacom Intern. Inc. v. YouTube Inc., 253 F.R.D. 256, 264 (S.D.N.Y. 2008).
$2p.L. 99508 tit. I1l, 100 Stat. 1848, 18683 (codified in 18 U.S.C. §8 3123127).

33Seel8 U.S.C. 88 2511(1), 2702; 3121. For additional analysis of ECPA and its provisioB&Séeport R41733,
Privacy: An Overview of the Electronic Communications Privacy B\cCharles DoyleandCRS Report R41734,
Privacy: An Abridged Overview of the Electro@ommunications Privacy Adby Charles Doyle
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As t ec hneovolgwe dh assi necnea cEtCiPeAn t a wn e hhPa8sh ¢ £ me d t
primary fheusnfeomeptionpaff shihwd Wi ommapi Aesti ¢ os
s eeltihmgwommbmr mst coafendmuni gavéomed HButt hteh& CACA
does not apply the same provisions to every c¢omn
R a t hheer ,s cto p e noafy tbhee bSyjheecttthieeeki sa wppl i edoft o a provi
“electronic comimuhGsdan ¢ momne seo mps'i(LRIGRN] ¢« howuighe
some SCA requir e noenn tgshew trdhgechdaesp etnwdoi ncgo rteh acto mp on e n
applbyo fthor mpr covfi d(elr) pr ohi biotfi ocnekn toand nd(i2s)c | nmasnudraet o r y
disclppswuir®¥i ons

Prohibitions WndéDhes c9OA ur e

The first fawcettaofiprtdwiaddrdhs b scruds ¢ denleercst r oni ¢
communiendibomseir rel at e dRersetcroidcdtfifoarmsdd é pd wd mng i om
datns €F©r colhe¢oefnltesct roni c ceo.mgrhuen ibooadtyi odbnfise a(n e mai 1)
SCA prohibittdbanydiped oSaubrsete aemn t eiptreyoevpdtealireotdna,i n
technicals rarq®Time tnSeCpr a hsdt h 5 ¢ @ o r vipierdoer ro m

discl 6rseicnogr da or other information pertaining to
ser¥tiocet he U. S®Thgeverpmwbic¢hononettambfit®wor mahi on

“me t a’ddaoteamptr o hi bit plriswxd tss warmetfitotaicei ¢'"M hgo S€MAn ment s

34 SeeOrin Kerr, The Next Generation Communications Privacy, A62 U Pa. L. REv. 373, 394 (2014).
35Seel8 U.S.C. § 2702(a)(A(R).

%A provider of ECS allows it s tronicscommumnicationsit.€351%18)Ad or recei v

provider of RCS provides “computer storage or processing s
Id. § 2711(2).

37 See infra§ § Prohibitions on Disclosurgnderthe SCA ; Marfdatory Disclosure Under the SCA
38 Seel8 U.S.C. § 2702.

®¥Providers of ECS may not disclose the cld§270Xa)(k). of communi
Providers of RCS may not disclose the contents of a commun

provided two additional coriitibns are satisfiedd. § 2702(a)(2)F i r st , the communication must be
behalf of, and received by means of electronic transmission from (or created by means of computer processing of

communications received by means of electronic transmises  f r o m) , a subscribdk or customer
§2702(a)(2)(A). Second, he communication must be maintained “solely for

computer processing services to such subscriber or customer, if the provider is onizedith access the contents of

any such communications for purposes of providding any serv

§2702(a)(2)(B).

401d.8§2702@ ( 3 ) ( “ a remateccomputirgrserviaf electronic communication servit@the public shall not

knowingly divulge a record or other information pertaining to a subscriber to or customer of such service (not including

the contents of communications covered by paragraph (1) or
it

«

“government entity” as a department or agencyldof the Un

§ 2711(4).

411d. § 2702(c)(6). Other federal or state laws may prohibit disclosure of particular classescoftent information

to foreign governments or private entities even if the SCA doesSeete.g, id. § 2710 (restricting disclosure of
“prerecorded video cassette 2045Ls81238Y) (vestrinting therdisclosuteiofo v i s ual
“educatsdnbyeceedumdation agencies or institutions that recei
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enumerates several exceptions t ¢d?amldecngpmtochnitbi t i on
communi®ations.

Mandatory Disclosure Under the SCA

Theecond major compbmenekbkegdhpirtold td® @ Acsucsltoosnee r
communi c arteiloanese darmdd¢ h e U. S*T hgeo vSeCrtAmnbel ni tsiheerse d
systwe mh idpgf df@eadur es gaonvd rsntianngd awrhdesn t he U. S. gover
that provsderseddt v nfidgsasideeait i ewch sbed oswt andhaer S CAf or
mandatory disclosure depend on a ntmbetyptf Ddcto
data swheghter anh&Ul8deontra RCShe length of time the
whet heri ¢ heto doar¢ manmnotmenndt ; whet her advanced notice ha:
cust¥mea . multitude of relevant factors can make
n

mandatory a esopnepcliefxi cd’nedv aflaucatt i o n .

At the hitgleesSeCiAlledie §over nment t o tolbet ag mv er mwmemta n
seeks faomean EE€S gpomiwvdmdie rcommunicatiedrectthomilas
st otffaogre 180 &Aywaoradesmamy §bd hies UuSd government
demonstratestlpatobtalbd eceommgiwt abti shsevPldence of a

42 Among other exceptions enumerated in 18 U.S.C. § 2702(b), providers may divulge the content of communications:
to an addressee or intexdirecipientas may be necessary incident te tandition of the service or the protection of
the rights of property of the gvider of that service; or to the U.S. governmérthe provider, in good faith, believes
that an emergency involving danger of death or serious physical injury to any pEgsoas disclosure without delay

43 Exceptions to the prohibition on disclosure of ftmmtent data are listed in 18 U.S.C. § 2702(c). These exceptions
include, among things, disclosure (1) with the lawful consent of the customer or subscriagem@)e necessarily
incident to the rendition of the service or to the protection of the rights or property of the provider of that &rtac

the U.S. governmentf the provider, in good faith, believes that an emergency involving danger of deattoos se
physical injury to any person requires disclosure without delay; (4) to the National Center for Missing and Exploited
Children; and (5) to any neld.S-government person or entity.

44 Seel8 U.S.C. § 2703.
45 See infranotes48-53.
46 See id.

47 For example, whether disclosure of email content is required may depeamdary other factors, the technical

architecture of the email system and whether the intended recipient opened th8esbailted States v. Weaver, 636

F.Sup. 2d 769, 771 (C.D. T111. 2009) (discussiwhen how the SCA’
appl i emebbasedemailSysteém as compared t oOrinKIKerd elhvaeirl’ ss yGutiednes )t;0 t he
Stored Communications Act,and Le gi s/ at or ' s , GAUEOCNMASH!LoREVA1R@8/A1220 24 (2004) ¢

(providing background on®PA).( di s cussing the application of the SCA’s man
forms of email in transit and in storage).

4818U.S.C.82703(@" El ectronic storage” is defined as “(A) any tempo
electroniccommunication incidental to the electronic transmission thereof; and (B) any storage of such communication
by an electronic communication service fd8URQrposes o
§2510(17).The case law generally holdst auseb pe ned email stored solely on th
“el ectr onSeahesfal wrFareyg e n 8 s , 359 F. 3d 10 6A6emotd corfipiiting service Ci r . 2
might be the only place a user stores his messages; in¢hatca t he messages are njot stored
Fraser v. Nationwide Mut. Ins. Co., 135 F. Supp. 2d 623, 636 (E.D. Penn. 2MEs6ages that are in pest

transmission storage, after transmission is complete, are not covered by part (B) 6fthe det electronico f  °

storagé )’

“Seel 8 U. S. C. § 2703(a) (requiring that any warrant 1issued u
in the Federal Rules of Criminal Procedure (or, in the case of a State court, issued using State warrant procedures) by a

court of competent jurisdiction)Fep. R.CRIM.P. 4 1 (d) ( 1) ( “ Ar)ifautheriged s.t ajudgecofaj ud g e

state court of recordmust issue the warrant if there is probable cause to search for and seize a person or property or to
install and use a tracking device.”).

f bac
e e ma
004
fo
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the communication has been storthelfdormorl’immgart ati ma

by an“sBC8ly for the purposc¢ccofppoeesdhmg stcowvage
government can use a s uBpUefaCoprr§oav2n@adtedidcde) pirsder u
given to .Phe obutsatiomedarth i ¢ r-dlenotw mSdeewt2iddB ( d)

ord¢he applic &snpte cmufisite iparmodvaebl e fact s, showing th
grounds to believe t.hat etlheec tcroomti ecr tcsoembmiuwnai fcna]t a md
material to an ongding criminal investigation.
In addition to the conpemmi ¢éf eocomméeésnt it ndms math
with a warrantotalbwty tube go §abRwe Ba(rddor a

provide the *3Twstacmens snbtaisdie€. subscribers infor mat.i
name, addressengthlo neef nsuembwirce,] and means of paym
numbers), the government may follow the more str
aSec2i7dB (d) idrldem, ubwt an administrative subpoena

aut horization by mojtidieci®»] tafficast omer

40PU1 Ew2UEUI UwYdud PENOUOL OuD O}
ileompd exities of the SCA coupled with major c
1 Ir ofaodr rbe f o r>hosn et od itsheen dltacwe,x t rat erritorial appli
Abecame the subject of parfteidceurlaalr aipnpteelrleastte acso
®As noted abnawmedt htelbe sSGAice providers disclo
nic clhenmumlieagdvoasnment obtains®lm warrant
ederal law enforcement officials sought a
and other information assoc¢Afitedi fwgth an
e United States demonstrated probable cau
drug trafficking, a United Staoéoes magist

t hemaddntaertosu ndd raamidn faolrlmarteicoonr dass s oci at e d
the extent .t hiag wihteh’sin fpodvlingaet 8 soimd ., cust o

.0 O <+ = WOo
—_

—90'_&‘“ — 0Q

co~—zgo—oA® S
O =0 ®» —+ w»n

* o
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al
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o

rosoft complithwawirtalhn tt hsee epkoi rntgi oime taaddcaotuan ta b o u't
g ., fPe agdamd stsel epheosocnuaumbear Wi twhh itcthe wasc cu mtr
in the United States, souUt tidide chmdeicl mi wede thalkdtihe
center in PMbtiosoftebeanmadielss iitmsa ouyseedrastt acir ts s

f(.?z ONQ-""'_'CDN(DQ-UJOQ

50 Seel8 U.S.C§ 2703(a):§ 2703(b)(1)(B).
511d. § 2703(d).

52See id§ 2703(c).

53Seeid.

54 Seee.g, Kerr,supranote34, at 37678; Caroline LynchECPA Reform 2.0. Previewirige Debate in the 115th
CongressLAWFARE (Jan. 30, 2017https://www.lawfareblog.com/ecpaform20-previewingdebatel15th-congress

55 SeeMatter of Warrant to Search a CertaifM&il Account Controlled and Maintained by Microsoft Corporation, 829
F.3d 197, 222 (2d Cir. 2016) [hereinaftatter of Warrarit vacated and remanded with instructions to dismiss
United States v. Microsoft CorpNo. 172, 548 U.S. _ 2018 WL 1800369U.S. Apr. 17, 2018) (per curiam).

56 See suprg Mandatory Disclosure Under the SCA

57 SeeUnited States v. Microsoft Corg\o. 172, 548 U.S. _ 2018 WL 1800369slip. op. at 1 (U.S. Apr. 17, 2018)
(per curiam).

58d.
59 Matter of Warrant 829 F.3d at 204.
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around t+hestwoofftden the one closest to where wuser
for the eAditlh osuegrhvdiMdde m@s o fiti spute that it had th
emails in Ireland UsningdcBmptuesrsiindedbkbinbhd to
of the warrant seeking data st omamaddotvenrypcdiss oho ¢
provisions did no% apply extraterritorially.

The istricotvecroruurlte & nMibcjsaobsidoyfatt s hel d t he company

d
contempt for fail PBgtUolBpr Codmade tolBe ApmanlCs r fat tt
(Secondr€vecsued)t hos®Redwyliinggonin h20 pGesumption e
Supreme Court that U. S. laws do not have effect
law speci fPttehse oStehceornwdi sCei,r cui t hel d wsdizareoft he SCA
emails storedxelusively on foreignservefSThe United States appealed th
decision, and the Supreme Court granted certiorari in 20Wibed States WWlicrosoft
Corp—awidely followed case that drew attentiand amici curie brieffom a rangef groups
including privacy advocates, law enforcement officials, Members of Congress, 34 U.S. states and
territories, and several foreign natidiis.

The Legislatiy®ERGithpbthlsue GbOUD Act

Whil Mdichappfal was pe npdriennge bCeofuorrte, tohfef iScui als fr o
of Justice (DOJ) sought a |1 &g irsfflantnigv. eh eraersipnogn sbee ft
the House Committee ofDOherdpdéscécnrytivedumaegadd
Second’sCidrecta fsfieoecnt i vely hamstrung?”ttheolatbailn tdatd
stored by U.S. servicetrpmendddsrshprbbbuashedcreatin
“substantial hdfAr ctoor dpiunbglliyc, sDaOfJe tpyr.oposed a draft

60 SeeMatter of Warrant, 829 F.3d 197, 208 (2d Cir. 2016)yacated and remanded with instructions to dismiss
United Staées v. Microsoft CorpNo. 172, 548 U.S. _ 2018 WL 1800369U.S. Apr. 17, 2018) (per curiam).

61 See idat 209.
621d. at 205.
63 See idat 222.

64SeeRJ R Nabisco, Inc. v. European Cmty., 136 S.Ct. 2090, 210
U.S. 247, 266 (2010).

65 See Matter of WarranB829 F.3d at 222.

66 United States v. Microsoft Corp., 138 S.Ct. 356 (2017) (mem.\@xited andemanded with instructions to
dismissNo. 172, 548 U.S. _ 2018 WL 1800369U.S. Apr. 17, 2018) (per curiam).

67 Among the more than 30 amici curie briefs were briefs filed by privacy groups; former law enforcement, national
security and intelligence offials; 34 U.S. states and territories; the United Kingdom; Ireland; the European

Commission (on behalf of the European Union); the New Zealand Privacy Commissioner; two U.S. Senators; and three
Members of the U.S. House of Representatives. For a collextemici briefs filed inMicrosoft, see United States v.
Microsoft Corp.,SCOTUSLOG (last visited Apr. 19, 2018http://www.scotusblog.com/cadites/cases/unitedtates
v-microsoftcorp/.

68 Seel_egislation to Permit Secure and Privaesotected Access to Crebsrder Electronic Data for Law

Enforcement to Combat Serious Crime and Terrorism [hereinafter 2017 DOJ Proposed Legisi@mnhing

Statementsupranote 1, at app. A. The 2017 DOJ proposal also contained language derived from draft legislation

prepared by DOJ in 2016at addresses authorizatifam data sharing executive agreements, discussed

§ “Executive Agreements Authorized by the CLOUD A8ee infranotel74( di s cussing the DOJ’ s 1legis
proposal in 2016).

69 SeeData Stored Abroatilearing supranotel.

70 Downing Statementsupranotel, at 1.See alsd.etter from Samuel R.Ramef,c t i ng Assistant Att’ >y Ge:
Dep’t of Justice, to the Honorable Paul Ryan, Speaker, U.S
https://judiciary.house.gov/wpontent/uploads/2017/06/Downiigestimony.pdfhereinafter Ramer Letter]
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pr oivoinsE CP,A 1 n cplruodviinsgi 8 @ 8,01 ns ttahtee @sxeprrwveiscsel yp rtohvaitd e r
must compl ygswwmarthdadathed psure requirementss when the
possession, cwstgadyd, esrs odinstwilaodchhienms t ke Whe¢ aUnit e
St a'tAess de sbecyp@lb,e dt he proposal WpsMiicnrteednadfeads tou o e s t
when providers ”wiotult i HCGA ywammprd tesd'dfadr odalt a

February 26888t hidenkt ¢cAdcatd bt £i1 €Ubper oDpOds e d

traterritoriality provisiofThve r@GLQOWD rAcdtu cveads i
cl utdlead GamnsolidatAe,d 0OABpr ovihi icht wass passed by b
gned into 1law b)23t,h@ﬁ0$i118®maicdteeld, omhMacClt@UD Act
, among iort chleuwditrhg netgdster af toel rl roiwtionrgi al ity provisi or

n
0

o wn =0 -~
< =B X B

A [provider] shall comply with the obligations of this chapter to preserve, backup, or

disclose the contents of a wire or eleoic communication and any record or other

information pertaining to a customer orbssi c r i ber wi t hsipassessio;b h provi der’
custody, or control, regardless of whether such communication, record, or other

information is located within or outside of tbkmited Stateg®

AfteCLObAACY enacttmeentUnited States obtained a new
at i sddies piunt e witht Mécaoshbdti UyBeefa utshee bmetvh Itahwe
United States and Microsof¢éphgecededdth haprithe wemwr
Court concluded that the case hadrbhdéc oams mmoo th, a
instructidns to dismiss.

Resolving Conflicts with Foreign Law

In addition to defining the extrater ECPArial rea
includinghe h€LOUR, Act contains provisions design
law that could ar isdea tiaf btrhosahdblnhiet ecladfi oS teaftgens s e e k
country proh8Ititdsoedi sscol dbsyuraeut hori zing a provide:
modify a ddta demand

f thperovider reasonably believes the target of
and does mnot reside in the United States,;

(“Congress can address the o nfetydaused buthsldcrosoftdbesctiasnitoina 1. d.a ma g e” )
712017 DOJ Proposed Legislatisupranote68, § 3(a).

72 Ramer Lettersupranote70, at 1.

73 SeeH.R. 4943 115th Cong. (2018%5. 2383 115th Cong. (2018he CLOUD Act, as introduced and later enacted

into 1 aw, contains minor variations on DOJ’s proposed extr
“provider of . . —a ternv mot used in EGPEoampare2@l? DOJ Rrepdsed Legislatisupra

note68, § 3(a),with CLOUD Act § 103(a)(1) (adding 18 U.S.C. § 2713). The CLOUD Act also added the comity

analysis, dicussednfra § Ré&solving Conflicts with ForeignLaw” whi ch was not in the 2017 DOJ

made certain changes to DOIJ ’naldapasshapng ageemenispdistusskei8z at i on for i
“Executive Agreements Authorized by the CLOUD A¢t

74 See supraotell
75CLOUD Act § 103(a)(1) (adding 18 U.S.C. § 2713).

76 United States v. Microsoft Corp., No.-27548 U.S. _ 2018 WL 1800369slip op. at 2 (U.S. Apr. 17, 2018) (per
curiam).

71d.
78 CLOUD Act § 103(b) (addiig 18 U.S.C. § 2703(h)).
“The CLOUD Act defines “United States person” as a citizen
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M t hper ovi der bredadeioseaslbd yure would create a mater
violating ds floarw;i ganndnat i on

1 t hfeoreign nation whose law may be violated ha
the UniteldoBiatdsbyuthe CLOUD Act (discussed
be 13%%

A courmgtramay t henopt emwidd drys or quash a gawpweomnment d:
findinlgr¢hac¢ond:i t(ilonst mer er emputi red disclosure wou
t hient erests of justice dictate that the demand s
not a U.S. person and dddsn wdet ovrhenstihdea gitrh et Isee cWmi
condis$abns fcoeud t s mucdmintnydse¥ @ emidkies ya r d ope ct
foreign %eiverailgmgal doctrine that, among other
violations of U.S. Il aw, or moder atthvdilbd ata mmtsi on
are compelled byWa€otiotsigndneolnmdasatobsesdofhen
comity doctriue fa% aada gthee o«ldUDl IAct $hecifically

admitted for permanent residence, an unincorporated business association in which a substantial number of members
are dgtizens or lawfully admitted permanent residents, or a corporation that is incorporated in the Unite@&tates.
CLOUD Act § 105(a) (adding 18 U.S.C. § 2523(a)(2))

80 See infra§ EXecutive Agreements Authorized by the CLOUD A¢t

81 CLOUD Act § 103(b) (adding 18 U.S.C. § 2703(h)). The foreign nation must also provide reciprocal rights allowing
providers to quash or modify data demands in the foreign n&emnid.

82 See id
83 See id
84 The classic definition of comity in U.S. law is derived fréfitton v. Guyot an 1895 Supreme Court decision:

2

“Comity, in the legal sense, is neither a matter of a
courtesy and good wjlupon the other. But it is the recognition which one nation allows within its

territory to the legislative, executive or judicial acts of another nation, having due regard both to

international duty and convenience, and to the rights of its own citiaenspther persons who

are under the protection of its laws.

159 U.S. 113, 1634 (1895). For additional background on the comity doctrine{¢dam S. Dodge)nternational
Comity in American Lapl15CoLum. L. Rev. 2071 (2015)

85 SeeRESTATEMENT (FOURTH) OF FOREIGNRELATIONS LAW: JURISDICTION, TENTATIVE DRAFT No. 2, § 222 (2016)
[HereinafterFOURTHRESTATEMENT. JURISDICTIONTD 2] ( To the extent permitted by statute, regulation, or procedural

rule, U.S. courts have discretion to excuse violatiorid.8f law . . . on the ground that the violations are compelled by

another stats law, if: (a) the person in question appears likely to suffer severe sanctions for failing to comply with

foreign law; and (b) the person in question had acted in gooddaithat v o i d t ldea tc o§n f212i2c 10. €’p)o;r t er s > n

(stating that the defense of foreign state coSepasbsi on “ref
Société Internationale v. Rogers, 357 U.S. 197, 211 (1©®583ring lowercourt to devise less severe sanctions for

failure to produce banking records when “the very fact of
violation of Swiss laws”); Gucci Am. ,ectifigthe districtcourife i xi ng Li ,
“undertake a comity analysis” due to the “apparent conflic
injunction] and appl jilncraSedled Case 82b k.2d 494,188k G. Girg 1987 n(sate )

di smissal of a contempt order and noting that the “governm
comply with the contempt order withoutcervdeniedaubromRge t he 1 a ws
v. United States484 U.S. 963 (1987).

8 Sege.g, JP Morgan Chase Bank v. Altos Hornos de Mexico, S.A. de C.V., 412 F.3d 418, 423 (2d Cir. 2005)
(“International comdé¢fined. ”) haTuneeerEbetmht wedl v. Degeto
1518 (11th € r . 1994) (describing “respect for the acts of our fe

referred to in American jur i sMarieSldughtecCourttoCouit 32AN. 3. INTALE i 0 n a | com
L. 708, 708 (li%9&) co‘nCermpitt ywi.t h. a.l mo s t ;doel RiRaulComityric a ni ngs as
International Law 32HARv.INT’LLJ. 1, 4 (1991) (“[ D]espite ubiquitous invocat
meaning is surprisingly elusive.”).
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factors cour twsh ednchtoeurl mh stehognmi d ¢yr pr i nqcuiapsidgrs s upport
mo d i flag ddastaan®d

Notably, howevéscomfhg t@dOYD aAatt ory right to a fi
or madgpipflyy only to nWnioadhaSsi dah edmahtiac hs,htahrei ng a gr e
di scbed®Ror nations with no such agreement, the
principl @&Comfmomnomiatwycomity principles generally
obligations can be avoided as a result of foreig
acted in good faith to avoid the conflict, but t

foreign nation for fai ®Ulté maoedympthewcomi fograng
either the cCLlnhdbh Acatw pr i n cai thli egsks Ipiyes cfilaficikce 1 eyv at lou abtei
that depends on the specific circumstances of a
I nt er ndtaitShm a liAd gtelre CL OUD Act
In addition to express.lFovegpamdnsgtrohmegprbatiy o
toeldasa storedi thteadltsdatsdhee tChleOUD Ac't addresses a r
limitations on ’afboirleiitgyn tgoo voebrtnameni'tAdsin t @ biaw €tdhe Un i
communications have becomenaclo ncnoonndpulcatc ef,r eeqvuiednetnlcye
from data stored on servers located outside the
crime was P Beomamistd etdechnol ogy companies headquar:t
majority ofelibet  womrmhuni cations on their servers,
frequently seek dafPAt hehdi mgm@P A .p coohmipmintise s .
providemsdiscl otsimfg etlheec tcromndecar ecobtmlmya ntgan a t i on s
governmenssaabsengr axcwptioamt from a federal cou
8The CLOUD Act 1lists seven factors that the court “shall t:
(A) the United States’ interests:; (B) the foreign gover nme
that the prowder or its employees could face under foreign law; (D) the location and nationality of the target of the

demand, and the nature and extent of the target’s connecti

nature and e x tsdiestoandpresericein tipeiUnitedi States; (F) the importance of the information to
the investigation to be disclosed; (G) the ability to access the information through other means; and (H) the
investigative interests of the foreign nation if the dasoisght by the United States on behalf of a foreign nafiea.
CLOUD Act § 103(b) (adding 18 U.S.C. § 2703(h)(3)).

88 SeeCLOUD Act § 103(b) (adding 18 U.S.C. § 2703(I9¢e als@® Executive Agreements Authorized by the
CLOUD Act

89 SeeCLOUD Act § 103(c).

90 SeeFOURTHRESTATEMENT. JURISDICTIONTD 2, § 222.

91 SeeCLOUD Act 88 104105.

92Seesupranotesl-3.Seealsd.e t t er from Peter J. Kadzik, U.S. Ass’t Att’y
President, U.S. Senate (July 15, 20h&ps://tinyurl.com/y7b7tha h er ei naft er Kadzi k Letter ] (“T1
governments investigating criminal activities abroad increasingly require access to electronic evidence from U.S.

companies that providaectronic communications to millions of their citizens and residents. Such data is often stored

or accessible only in the United States . . . A

93 Se€TIFFANY LIN AND MAILYN FIDLER, CROSSBORDERDATA ACCESSREFORM: A PRIMER ON THEPROPOSEDU. S -
U.K. AGREEMENT 2 (2017),https://dash.harvard.edu/bitstream/handle/1/33867385/29 1Berklett.pdf?sequence=1
(“Tech companies 1in t hrenicdataSneaningU.Kdpolice invesjigatingi atcryme in Londor, e ¢ t

for example, may need to access emails stored by &blhSs e d p r o v i supranotél)at7 8 Wo  d°f ,T] he vast
majority of the world’s Inter neMcGuinness StatesnersypranoteBhe i r dat a wi
(“Most commua¢scasdionepecatved by companies based in the Uni:

% Seel8 U.S.C. § 2702(a)(3).
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With ECPA “btockpgnghataputwents foreign gover nmen
acqucerhhipmadty data stored by prfiooragdiegmentatiiems i
have s$bedghbtversmassistance in obtainin® warrants
Prior to the CLOUD Adcitn,t etr hlerrtgiadmead] ®osbé¢tsmon nci onngmo n

warrtamnt he Unitedt Statesgatory requests and MLATs

Three Forms of Cross-Border Data Sharing

Letters Rogatory . Discretionary requests made between the courts of one country to the courts of another
country that are available to governments and private litigants, which are generally seen as the least efficie
reliable method of obtaining evidence abrdad.

Mutual Legal Assistance Treaties (MLATS) . Treaties providing streamlined processes for crbssder
evidence sharing between governments in criminal cases, which are review&taynd a federal court for
compliance with U.S. [a$.

CLOUD Act Agreements .Executi ve agreements removing | egal
to seek data directly from U.S. provideU.S.persons,c a {
provided that theUnited Stateh as det er mi ned t h asaddaqiaely dgrovect privagynanchciil
liberties?®

Letters Rogatory

Letters rogatory are requests made bsyeakicmgirt 1 n
assistance in obtai d°YHiigs teovriidceanlcley ,l ol ceattteedr sa brroogaadt .
mechanism for sharinP'WherdasadMiMNdigweemematsi amg h
under the gn@UD lAcyt are Itignotendnmeontgoveqmaetng 1 n
cases (with isnoneea relx}3°eMit Tosmas1 defendants and priv

9% Seee.g, Aldert Gidari,The CrossBo r d e r Dat a Fi x, CENTER FORINTERNET/ANDSQCIETS, i mp [ e
STANFORDLAW ScHooL (Jun. 16,2017/ “[ L] aw e mfiondn demdrhmte dJ. S. can’t get data fo
investigations from U.S. providers because the Electronic Communications Privacy Act (ECPA) prohibits such
disclosures; that 1is, E O®aAStored Abroathedringssypianotedb(statetnéntof ¢ st at ute . ”
Richard Salgado, Dir. of Law Enforcement and Information Security, Googlehttps;//judiciary.house.gov/wp
content/uploads/2017/06/Salga@estimony.pdf her ei na ft er SERCPAiaclides abroadtsealted nt ] (

¢ bl o cpkovisiog that restricts thercumstances under which U.S. seryiceviders may disclose the content of

u s ecommunications to foreign governmeiity. .

96 SeeFUNK, supranotel6, at 1.

97 See infra§ Létters Rogatory ”

%8 See infra§ Mutual Legal Assistance Treaties (MLATS)

9 See infra§ EXecutive Agreements Authorized by the CLOUD A¢t

100 Seelntel Corp. v. Advanced Mio Devices, Ing 542 U.S. 241, 248 n(2004)( “ [lettdr rogatoryis the request

by a domestic court to a foreign court to takkamnevidence fr
Leroy Joneslnternational Judicial Assistance: Predural Chaos and A Program for Refqré2 YALE L.J. 515, 519

(1953); US . De pPreparatiofi of BetterstRegatoryRAVEL.STATE.GOV,
https://travel.state.gov/content/travel/en/legal/trdgghlconsiderations/intersldicial-asst/obtaining
evidence/PreparatiebettersRogatory.htm[hereinaftefPreparation of Letters Rogatdry “Let t er s rogatory are
requests from courts in one country to the courts of another country requesting the performance of an act which, if done
without the sanction of the foreign court, could constitut
101 SeePeter Swire & Justin D. Hemminggutual Legal Assistance in an Era of Globalized Communications: The

Analogy to the Visa Waiver Programl NY.U. ANN. SURV.AM.L. 687,6%(2019) ( “[ I I nternational infor
sharing continued to rely on principlesofmi t y and letters rogatory up until 1977.
102\While early MLATS entered by the United States allowed criminal defendants to obtain some discovery abroad,

more recent treaties expressly state that they do not give rise to a private right to submit Eougsts e.g,
Mutual Legal Assistanc@&reaty, arts. 12.2, 18.5, U:-Switz., entered into force Jan. 23, 1977, 27 U.S.T. 2019
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case may request that IGSvercmmantss imasweal sed t s s
rogatory to seekipudbthrahiagseyviadence abroad whe
have either an MLAT or a CLOUM* Act agreement wit
Letters rogatory are discreti onraartyh erre qtuheasnt sampr e n
obligation unda®Theneeinanhoohefal obligation or g
receiving the Yagqgtdleevt dwinlcle w5 dhsapsd nbdesemnbdbe d s

timensuming and'Compragdieattdly,le l etters rogatory ari
preferable method of®obtaining evidence abroad.

Mut ual Legal Assistance Treaties ( MLAT

As investigations into complex, coordinated inte
trafgikbekdame more common in the 1970s, the Unite
into MLATs, which established standardized proce
national boundari®ML ATs eremd mte ho inaamnd eisheat i es

(permitting criminal defendants or their counsel to be present during the production of witnesses or kvidence

response to MAT requests)with Agreement on Mutual Legal Assistance, art. 3.5, .8, entered into force Feb.

1, 2010, 4 FheConttacting Parties &gre¢ that this Agreement is intended solely for mutual legal

assistance between the States concernealpiidvisions of this Agreement shall not give rise to a right on the part of

any private person to obtain, suppress, or exclude any evidence, or to impede the execution of a request, nor expand or
limit rights otherwise available under domestic fawSeealsoL. Song RichardsorGonvicting the Innocent in

Transnational Criminal Cases: A Comparative Institutional Analysis Approach to the Pra8@BRKELEY J.INT’L

L. 62,84 (analyzing U.S. MLATSs and concluding that all but the three earliest treati¢sin clauses restricting

defense access to the mutual legal assistance process).

1033ege.g, Yonatan L. MoskowitzMLATsand the Trusted Nation Club: The Proper Cost of MembergHiy ALE J.
INTL. L. ONLINE 1, 3(2016) FuNK, supranotel6, at17.

104 preparation of Letters Rogatgrgupranotel00( “Let t ers rogat ory are the customary
assistance from overseas in the absence of a treaty or oth

105Sege.g, In re Letters Rogatory from Tokyo DistTokyo, Japans39 F.2d 1216, 1219 (9th Cir. 1976)° heT ]

district court is given discretion in determining whether letters rogatory should be horidreck Letters Rogatory

Issued by Na Court of First Instance in Commercial Matters N. 23 of Egapital of Argentinean Republi@é44

F.R.D. 272, 274 (E.D. Pa. 1992)“eBause this is a subpoena granted pursudmttersRogatory this Court has

broaddiscretionto decide whether to honor requests for foreign assistatice ; S wi r e sufrandtel®lmt n g s ,

692 (“Letters rogatory rely on principles of comity, or re
the jurisdiction seekingthevi dence has a 1 e g FUNK,suprandtel6, at b(statingthatthe i dence. ”) ;
process for letteaocosngwmianr®rand su i pne dodtausetithmerifoecEmentafa n ML AT
letters rogatory is a matter of comity betweenrts, rather than treatya s e d ” ) .

106 Funk, supranote16, at 19.

107 Sege.g, Virginia M. Kendall & T. Markus FunkThe Role of Mutual Legal Assistance Treaties in Obtaining

Foreign Evidence4OLITIG. 59,59 (2014)(describing letters rogao r yafaslese f f i ci ent and reliable pr
MLATS); Preparation of Letters Rogatorgupranotel00( “ Let t er s rogatory wWare customarily
diplomatic channels, atmeons umi ng means. of transmission.”)

108 Seee.g, OFFICE OF THEUNITED STATESATTORNEYS CRIMINAL RESOURCEMANUAL § 276,
https://www.jistice.gov/usam/criminalesourcemanuai276-treatyrequestgdescribing the MLAT process as

“generally faster and moFuUNK supraiotebomi3e (t‘H £ rbstetcaat o rso g ytparcy’l
letters rogatory an option of last resort for accessing evidence abroad, to be exercised only when MLATSs are not

avail Wootlsssupnanotel,at748( des cri bing letters rogatory)as “rarely us

109The United States firsigned an MLAT with Switzerland in 1973, which entered into force in 19&&Treaty

between the United States of America and the Swiss Confederation on Mutual Assistance in Criminal Matters, U.S.
Switz., May 25, 1973, 27 U.S.T. 2019, T.l.A.S. 8382e also Consular Conventions, Extradition Treaties, and
Treaties Relating to Mutudlegal Assistance in Criminal Matters (MLATS): Hearing Before the S. Comm. on Foreign
Relations102dCong. 1,11 (1992) s t at e ment of Robert S. MuellelkS TT1I
De p’ t o fhereinafteueltereSyatement] We concluded our first MLAT, with Switzerland, to facilitate

, Assist
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1 stanc
cretio

which nations agree to provide certain a
prosecuti tWhefeasi hesters rogatory are d
t r ebaatspebdl i gmtvieommed byl aftht ernational

S s
1s

While the requirements in each MLAT may differ d
MLATs generally obligate nations to summon WwWitne
and other evidence, i ssue warrreaquutess,t sa nfdr osm rtvhee pfr
gover MAMAMTs typically also idenThihfey [(gnmiotuendd sS tfaotre
has MLATs with m%betthhnsé68coettndbasfor less than
wo r'td .

Each party to ancMhAT ade ssiugrhaotras y through which
be m&¥Hlke central authority for the United States
in the Cri mDO4I{Whinv ias ircenquoefst for legal assistan.
St a¥® @k A receives and conducts an initial review

accesdo Swiss bank records. Financial records are vital to the successful prosecution of organizbdsséesand
drug kingpins, who are rarely caught+#iech n d e d Richardsonsuprariofe 202, at98 (providing background on
the U.S:Swiss MLAT).

110For a list of U.S. MLATssee 2U.S.DEP'T OF STATE, BUREAU FORINT’L NARCOTICS ANDLAW ENFORCEMENT
AFFAIRS, INTERNATIONAL NARCOTICSCONTROL STRATEGY REPORT. MONEY LAUNDERING AND FINANCIAL CRIMES 21
(2014)[hereinafteBTRATEGY REPORT and 7 Foreign Affairs Manual (F.A.M.)$52.1(d)
https:/fam.state.gov/FAM/07FAM/07FAMO0960.html

HlSeednreCommi s sioner’s Subpod304(11thTi 300 c 3 gl 4287 ngl2Ba2t “[1]aw
enforcement authorities found the statute” authorizing fed
unattractive option in practice because it provided wide discretion in the district court to refuse thearetdieshot

obligate other nations to return the favor tharénts. MLATS, on the other hand, have the desired quality of

compulsion as they contractually obligate the two countries to provide to each other evidence and other forms of

assistance need@udcriminal cases while streamlining and enhancing the effectiveness of the process for obtaining

needed e abragated in part Bn)other grounds bytel Corp. v. Advanced Micro Devices, Inc., 542 U.S. 241

(2004) Swire & Hemmingssupranote101, at 69596 (describing the development of corditgised requests to treaty

based requests).

1127 F.A.M. 8 962.1(a)See alsd-UNK, supranotel6, at 5 (listing common types of assistance in MLATS).

113 Sege.g, TreatyBetween the United States alddraineon Mutual Legal Assistancen Criminal Matters, U.SUkr.,

art. 3, entered into force Feb. 27, 2081TReEATY Doc. 10616 (stating that the central authority of the requesting state

may deny assistance if, among other reasons, the request relates to an offense under military law or would prejudice the
“security or similar essential interests” of the receiving

114The Urited States has bilateral MLATs with more than 50 nations and is also a party to the multilateral Agreement
on Mutual Legal Assistance with the European Union and the Amterican Convention on Mutual Legal Assistance

of the Organization of American Sést SeeSTRATEGY REPORTsupranote110 at 21 The United States is also a party

to other multilateral treaties, such as the International Convention for theeSsiop of the Financing of Terrorism,
opened for signatur@an. 10, 2000, 2178.N.T.S 197, and the United Nations Convention Against Corruption,

opened for signaturBec. 9, 2003, 2340.N.T.S 41, which provide for cooperation in the investigation and

prosecution of the particular offenses that are the subject of the tr&atsiEl. RESTATEMENT (FOURTH) OF FOREIGN
RELATIONS LAW: JURISDICTION, TENTATIVE DRAFT No. 3, § 313 reporters n.(2017)

115SeeU. S. Dep’t of State, Bu idndepandent Statdsinthe Walhng 2002019), and Resear c
https://www.state.gov/s/inr/rls/4250.hifidentifying 195 independent nationSee als®owning Statementsupra

notel, at7 ( “ helUnited States maintains bilateral MLA treaties with lessdingh a 1| f of t he "Wo.rl1 d’s coun
1167 F.A.M. 8 962.14); Mueller Statemensupranotel09 at 11 ( “The most significant bene
institutionalizing law enforcement cooperation . . . by mandatingdch treaty partner a Central Authority which

serves as the clearinghouse for all incoming and outgoing
177 F.AM. § 962.1(c).

118 OutgoingMLAT requests from the United Statesforeign nation®ften follow similar proceduress incoming

requestsbut the process depends on the nation receiving the re§aeBttkower Statemensupranote4, at 21

(discussing the general procedthieough which OIA serves MLAT requests on foreign nations); Swiad,etupra
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necessary information an®OFEAmpbenst windhmresguihed
the U.S. Attorney in the jurl edd®t¢hdkod. Shere the
Attorney brings the request before a federal dis
warrant authorizing the United State® to carry o
Before authori zi negw tthhee arcetqiuoens,t ctoou retnss urreev it hat i
underlying treaty and U. S . Afatwe ra nad waornrsatnitt uotri ocnoa
has been issued and the provider transfers the d
Bur e aue sotfi glantvi on ( FBI ) review the material 1in an
information that is "ot responsive to the reques

According to isheReXlldw Kreosuipdemt Intelligence and
Technol ogies, MLAT reguedtStastunbmitakd &0 adher Uge
mont hs t ¢*Whoemp ltechtee Unisdad n Smated sgns emaalt i ons , s ome
takceonsider &'Pd ypd oinglelry when suabrmhtbegeratcé¢orvntr.i
have 1 es sd sloepghai I¥sicycsottregnisn.g t o onmi Beabne soefrf i cial,
receivesta semp.j(?7nsquests

Executive Agreements Authorized by the

Al though the MLAT process generally 1is seen as 1«
roga®MEATs became the subject of criticism in re
typical length of respansdetheméauhndehasucheaiPneecte
have any MLAT with mor eotfi’ln hhé¢fsame naméonshen
requests for assistance in obtaining data and ot

note4, at 357 (detailing the process by which the United States submits MLA&stsgo France).

119 SeeSwire & Hemmingssupranote101, at698. For additional background the MLAT process, Beex, supra
notel6, at 611.

20Thereare 93 U.S. Attorneys stationed throughout the United |
federal law enforcement of ficer of the United States withi

Office of the AttorneyGeneralMission JusTICEGOV (last updated Sep. 22, 2016),

https://www.justice.gov/usao/mission

121 SeeFUNK, supranotel6, at 6;Swire & Hemmingssupranote101, at699

22geeinreDol ours Price, 685 F.3d 1, 15 (lst Cir. 2012) (“It 1is

constitut iloreRrdmisésiaonadted at 840 140th Avenue NE, Bellevue, Washington, 634 F.3d 557, 572

(9th Cir. 201 1heCanstithtion raequines thati areguest not be honored if the safigghinformation

would be used in a foreign judicial proceeding that ‘“depar

f ai r p(guotingln r&Request for Judicial Assistem from Seoul District Criminal Court, 55-.2d 720, 724 (9th

Cir. 1977));Funk, supranotel6, at 5 ( “[ T]lhe district coquestchaakingthats t i 11 revi
they comply with the terms of the underlying treaty and co
123 SeeSwire & Hemmingssupranote101, at 699.

124 SeePRESIDENT’S REVIEW GROUP, supranotel7, at 227.

125 SeeBitkower Statemensupranote4, at 21.
126 |d

127 Id

128 Seesupranote107-108.

129 Sege.g, PRESIDENT S REVIEW GROUP, supranote17, at 227(identifying problens with and proposing six steps to
improve the MLAT processpBitkower Statemensupranote4, at 3536; Gail Kent,The Mutual Legal Assistance
Problem ExplainedCTR. FORINTERNET AND SOC’Y, STANFORD LAW ScH. (Feb. 23, 2015),
http://cyberlaw.stanford.edu/blog/2015/02/mutlegjatassistance@roblemexplained See alssupranote114
(discussing the nations with which the U.S. has MLATS).
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mar kddaltys. FY2017 budgat ede q haga gtuhddOthsu nfboerr joufd irc i a
assistance fromcdfoasd onacwduinfe §@smber for reques
“computeti merceoasdesd ®dver 1000 %.

As foreignngededmmentas a |l ocated overseas has exXrt
data directly from U. S. progi dbesragdovpaanmedtketg
di s c 1"®Tshuersee. devel opments have placed U.S. techno
potentially conflicting legal obligations: ser vi
orders compel laitnag atnhd prreolheiabsiet codf bdy U¥?Bhel aw fro
potentially conflicting obligations coupled with
processes led to proposals for cthhaantg eusl tiinmattheel yi n
culmated in t¥He CLOUD Act

Th&€ € LOUD Act creates a thdatda poaraadnggmodft d nttehaat
possibility of international agreements that 71 en
compaabielsi ty to dis clions ef odraetiiaghnd i nraeffidallitgses stoo cer t a
issued by f*Wheeirgena sn aMLiA®iistiatelsi n t he meaning of U.
constitwmeamahgl ad wey are binding international a
Executive after r1reaceinti mg tthhe &Sdcwiadcde amd paovide
Cl ald®>stehe CLOUD Act authorizesethei Unriwiigdie Smehnes
qualifying fBxreeciugtni vnea taigornese ments are binding int

130 CRIMINAL Div.,U.S.DEP'T OF JUSTICE, PERFORMANCEBUDGET:. FY 2017PRESIDENT S BUDGET 23 (2016),
http://www.justice.gov/jmd/file/80926/download

131 seeDowning Statemengupranote 1, at 8See alsdonah Force HillProblematic Alternatives: MLAT Reform for

the Digital Age HARV. NAT’L SEC. L. J. (Jan. 28, 2015http://harvardnsj.org/2015/01/problematitternativesmliat-
reformfor-the-digitalage/( di s cussing foreign nat i on sniesthreughifareign t o obt ai n d
subsidiaries).

1325eeDowning Statemensupran ot ¢ 1, at 8 ( “Our companies may face confli
governments require them to disclose electronic data in the United States that U.S. law prohibits them from
disclosing?”) ;supfanoteB, At 65(desctibingnconflicting legal obligations faced by Microsoft as result

of Brazilian court orders compelling tdésclosure of the contents of electronic communications stored outside Brazil).

133 5eeCLOUD Act § 102 (including in congressional findingsh at “[t J]imely access to electron
communicationsservice providers is an essential component of govent effortso protect public safety and combat
serious crime,” but that such access is “impeded by the 1in

13 tn)

potentially subject to und

134 SeeCLOUD Act 88 104105.

1355eeU.S.ConsT,, art. 11,82, ¢ 1 . 2 (.%.$halkhave Powar,ibylanchwith the Advice and Consent of the

Senate, to make Treaties, provided two thafithe Senators presentconcit )T he ter m “treaty” has a bt
meaning under international law, in which it is generally synonymous with all binding agreements, than in the context

of domestic law, in which it refers to the subcategory of international agreements that are concthdderesident

after receiving the advice and consent of the SeBa®CRS Report RL32528nternational Law and Agreements:

Their Effect upon U.S. Lawy Michael John Garcjat 2.

136 CLOUD Act § 105.

conflicting legal obligations
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into by the olxeac stoiuveceb shcadnut heor FfTghaet y Cl aus e .
Execist iawet hority often is derived frdm legislati

The executive agreements authorized under the CL
disclose the content s—booft he Isetcotrreodn icco netounmmeucnait ci aotniso
communications 1#8direaetelgmdffsdtryeniggimeegtvaspe wnt h  whom
the United St atdeast ah anslg aaene'itigtnett @ rdiozcesd s o by removi

ECPs#prohibitions on discl os“iWhee nt oa sfuocrhe ifgonr eniagtni ogn
CLOUD Act agractomdsetckisngedanpaiifletome aUnited State
provider can delivecxitvhe¢ oeques mé¢ddWBaype nwi t yo un d
contrast, in the MLAT an—Bofd‘etedmtnmdagraaetjdbyytproce
submitted to gohveerr ntnheannt teon ttihtei epsr irvaatt' party in

Al 't hough the CLOUD Act authorizeECP&Kecutive agre
prohibitionsmepbpnhhadtt schostuhe,agreemaeanesaitegathori
obligastdrowivieateprrse omply with flatai gif®hgaedernment s
foreign Bowarn thinsragiutey atno dmnd ar mues ¢ kfdreogm viet ss ol el y
domes tAddiatwionally, oethe¢re ohaidfleHBERAY prnowbsibit d
of particular c¢cfasses of information.

Requirements for CLOUD Act Agreements

The CLOUD Act <contains ay pneu nobfe rf oorfe irgens t g oi vcet ri nonmesn
whom the United States can enter a gqrueaelmefnytisn ga nd
foreign governments ‘¥RBafdmsesuaentogile Sme ptr ovdamdelr sd
CLOUD Act can enter into force, the Attorney Gen

137 Although not mentioned expressly in the Constitution, the executive branch has entered into executive agreements

on a variety of subjects without the advice and consent of the Senate since the early years of the Regriplic.

Am. I nnsv. Gaglnse sn°d i , 539 U. S. 396, 415 (2003) (“[O]Jur cases hayv
to make ‘executive agreements with other countries, requir
exercised since the early years ofRhe p u b L. HENKIN) FOREIGNAFFAIRS AND THEUNITED STATES CONSTITUTION

219 (2d ed. 1. 9. hawe) made‘mBny theusadds of fexecutive] agreements, differing in formality and

importance, on matters running the gawiut).S. foreign relations ”For.additional background on the difference

between treaties and executive agreements, see CRS Report RLs28528pte135 at 29.

138 Executive agreementiat are authorized by legislation enacted through the bicameral process are known as
“congr esxsicart a lve ”SeeCRS Reporh RLiB252&upranotel35 at 5.

139 SeeCLOUD Act § 104.

140The CLOUD Act amends portions of the Wiretap Act (18 U.S.C. 88§ 2511(2), 2520(d)), thedS€R702(b)(c)),

and the Pen Register Statuit: §§ 3121(a), 3124(d)) by permitting disclosure pursuant to an executive agreement
authorized by the ackeeCLOUD Act § 104.

1411n addition to removing prohibitions in the Wiretap Act, SCA, and Pen Register statptanote140, the CLOUD

Act amends each act to make a good faith belief that disclosure was permitted pursuant to an executive agreement a
defense to liabilitySeeCLOUD Act § 104.

42See suprg § Letters Rogatory ; Muttial Legal Assistance Treaties (MLATSY

Y3CLOUDACt8105 (requiring that “any oblig
computing service to produce data” un
law).
1444

ation for a provider
d r a CLOUD Act agree

145Seege.g, 12 U.S.C. § 3402 (prodii nng Gdvernment authority may have access to or obtain copies of, or the
information contained in the financial records of any cust
applyy18 U. S. C. § 2710 (resdmded iwnigdadd scdsosatrtee otfa pps eare s i mi |

146 SeeCLOUD Act § 105.
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State, must make ftolmart wareidt ttpeono Gcoemrgtriefsisc aatnido npsu b I i
Federal: Register

1. t feor ei g'a daeme danfifcorldasw robust substantive and
protections for pravatyldaeddcecioni hcktilbettiess :
determined bassdaomtaoat'yl dact ossven

2.t feorei gn gover fampemrto’phmiscctacd o pé¢ € dt o mi ni mi ze t
acquisition, r et eonft iionnf,o rammadt idoins sceommicneartniionng U.

3.t heexecutive agreement will mnot cerecoaft e an oblii
decrypting data, mnor will 1t c¢create a 11imit at
decr y'fan & n ;

4. t heex ecut i vewialglr erchknaetnita ey or der 1issued under it

subject to an additional set @osf procedural ar
discuss®d bel ow.

The CLOUD Act expressly states that these certif
administr®Buvtecthegineewss Congress the power to pre
agreement from enteringnignttse sfiomad tlkwvaowegh paopdd
certificati®Ba@sraniréipadbvodedmust be renewed every
triggersCpaoweesto block renepmndcdAdada ghoaapegite
request€ahmbyt ehse on the Judiciary or Foreign Aff
on the Judiciary or Eortdiegmr xRelua ti ivetnesb rtidmmecthh enu$ & n
requesting < ommfattyhecee f act or sdeitte romd msirinadge gtrehda t whae nf o
government CL®UMDSEE ireesq utitiee me nt s .

“The CLOUD Act provides that the factors “to be met” when
requisite protections for privacy and civil liberties include the following: whether the foreign government (1) has
“adequate” | hkemrime and électroricdevidence as gemonstrated by being a party to the Convention on

Cybercrime, entered into force Jan. 7, 2004).L.M. 282 2296 U.N.T.S. 167 (known as the Budapest Convention) or

through domestic law consistent chapters landilafe Budapest Convention; (2) demonstr
and principles of nondiscrimination;” (3) “adheres to 1inte
demonstrates respect for intermatri dmrealalumawerastals lhwmma prroicg
governing its entities that are authorized to seek data, i
retain, us e, and share data, and effectiosmsdopwwder si ght of th
accountability and appropriate transparency regarding the
“demonstrates a commitment to promote and protect the glob

interconnected a t ur e of t ISeeCLDUD Acti8d05t . . . .7

148 For background on decryption, SERS Report R4464Encryption: Frequently Asked Questiohy Chris

Jaikaranat 2.

149 5eeCLOUD Act § 105 (adding@ U.S.C. § 1253).

0d(“A determination or certification made by the Attorney
administrative review.”).

151 The procedures for expedited review in Congress are discindsed Congressional Review of CLOUD Act

Agreements ”

15235eeCLOUD Act § 105 (adding 18 U.S.C. § 1253).

83The CLOUD Act requires that a proposed dransmittechiethet and ¢t he

Committees on the Judiciary and Foreign Affairs in the House of Representatives and the Committees on the Judiciary
and Foreign Relations in the Sen&eeid.
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Limitations on Orders Issued Under CLOUD Act
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detection, investi“get tcorni’$maeo 1t eprmo st chcauwt itchre or
CLOUD Act states includes terorism, but ot he

compvlitx h the domestic law of the i1issuing coun
nobte used to infringe freedom of speech; and
sataddytional refimemmantsafoons captured by
wiré®ap.

nf oar ei gn government receives tihe mequopgstoand td at
iew the material and stosecuany supviemedccommi
those trained in®™Ihb@pbipt¢abhodl pmupscto,d etdom stehse

imum exteamplpy hwii thl iaojnmipzraotSed w1 ©os hie®d 1 o f

eign Intelligen ¢FoSruerivgeni 1gloavnecren ndecntt s( FrhaSyA )n o t

request of thepdmtyegoSdmmnmoentor amdg thdy dmay
tent of commlu.nipeartldi.ooSn st goofet daerlmeé ni n cases 1nvo
nificant harm or threat of®harm to the United

Mandatory Rights Granted to the United State

The
gov

CLOUD Act equi

r uires that datatbdhaWiBh.g agreeme
ernment . Specifical

ly, the foreign government

154 The description of requirements for CLOUD Act agreements in the bodisakthort is not exhaustive. A complete
list of requirements is contained in Section 105 of the act.

1555eeCLOUD Act § 105 (adding 18 U.S.C. § 1253).
156 See id.
157 See id

158 Wiretap orders must be for a fixed, limitation duration; may not last longer than is reasonably necessary to
accomplish the purposes of the order; and can be issued only if the information could not be obtained with less
intrusive methodsSee id

159 Id

160See50 U.S.C. § 1801(h). For background on FISA and its minimization proceduré3R SeReport R44457,
Surveillance of Foreigners Outside the United States Under Section 702 of the Foreign Intelligeeitiar®ie Act
(FISA), by Edward C. Liuat 24, and Congressional Distribution Memorandum from Edward C. Liu, Legislative
Attorney, Cong. Research Ser8ymmary of Substantive Provisions of S. 2010, the FISA Amendments
Reauthorization Act of 2017, H.R989, the USA Liberty Act of 2017, and S. 139, the FISA Amendments
Reauthorization Act of 201at 717 (availableo congressional clienfsom the authoupon reque3t

161 5eeCLOUD Act § 105 (adding 18 U.S.C. § 1253).
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the United States and allow the U.S. government
nat’i omompliance with the t¥¢mOUD T fAdthea grxeamen tvse
must reserve ‘rtihghrtd@mtidtead t htea tacgsr’f come mtn yi mapdplri faob ]
which the United St atmasy cnoontc lpurdoepsd®tl hye baeg ri enevnoeknetd

Judicial or Governmental RkD iAecw o0Afg r@redreernst sUn

The pitf ocuedsisci al or other govermmemte sdwe rfsoirg dta taf
t hGtLOUD Act differs fdraotnn esalrgiimerg .i nltre rnatth otnlad MI
letters rogatory prowssand, appfoddesgsahbr eqgomeesitgne go
for information beforelS4Sms:1h1Irgqeuewarsr;gn:tne(rtald(yulr
U. S. legal standards and constitutional requiren
c ausstea nPleed.al feder alhaavpep esltlaatteed ctchwmrtt san ot her wi s
l etters r ongaayt obrey irfeejgeoceipelidi ance would result in a
Const i*®Futri oML AT requests, agencies in tlke execut i
for complianbefwrethabWdSaftew receivin-g judicial
bo

rder d¥ta request
Under CLOUD Act agreements, by contrast, foreign
ser vices®WhaWied eerh o sseuengjrtd etros raervei ew or oversight b
magistrate, or ot’hienr ftohned &2 .68 wtdleen t Cla@W I oAcitt ydoes n
require review or approvafAnbdy uan IU.kSe. MIoATrst amrd {fla
rogatory, the CLOUD Act contemplates that the ju
foreign ¢ oumtfraye fcooruelidg no cgcouvie r nmeat vi s e'Ppdowunder d
The ultimate resmsbtdessthasué€drandarnaheoCLOUD A
undergo individualized review drydadySbramwtht o fat
requiamnadlwhzme her the foBreicegmegdveowmpdntes with U. S
standldhrids change appearasccted abrea tphwaiedgd especial
cases involving esneenrsgictnic/eRartehgeurehs¢thsa @ h me & q @ avs t
indi vi diniltle¢edo$thet esar ttyi &8 Dgoaumds fdoart a de mands
primaril yduwiilnlg d dieu p efroiroedii g rocaevinpebwniadnfc ed awtiat h
162See id
16319,
164 SeeFUNK, supranotel6, at 1611, 1819.
165SeeKendall & Funk,supranote107,at6 0 ( “[ Federal judges . . serve as the g
wiretaps, and other methods of obtaining evidence, ensuring that the requested foreign ewdence collectimn meets t
same standards as those required in U.S. csapsarotel, at . . for e

783 (“Under t he ,tfoneigndaw enforcéem officialengust preve to a U.S. judge that they have
probable cause (the Fourth Amendment standard) to obtain a

166 See supramotel22

167 SeeSwire & Hemmingssupranote101, at696-700.
168 SeeCLOUD Act § 104.

1691d. § 105 (adding 18 U.S.C. § 1253).

10Seeid( providing that judicial or i ordngieceedihgsregardingg vi ew must t a
enforcement of the order . . . .”7) (emphasis added).

11 Seee.g, Downing Statemensupranotel, at 9 (contending that legislative reform to the MLAT process is
necessary to allow more expedient access to digital evidence); McGuinness Statgpnantte3 (same).
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shamigmg canewhhtesnv al uat i ng whe t'sh elra vas fsoarteiisgfny ntahtei oGL
Acdel i grkighi rt’¢ ment s .

What NaAriBoldidgl e for CLOUD Act Agreements?

The CLOUD Act Uypenameoedwhtptrticed ymeet 1its requireme
Attorney General has mnot provided the requisite
date of thagueamrtpwyw,tcil tComsswhi chns imagnhe eligible
Act agreements. However, in 2016, DOJ informed C
legislation that woul dd aitmap Isclgnzeenctimganhtp o Uant edl bi I
Kingd3Mh.i lee dtrhaft bilateral agreement has not bee
l egis]l 4 thdecopa rtshtmaettne d was necessary to Y'Wmpbéement t
structure and many provisions o f—atnhde iGL GlWDneAct a
cases takemomesDQuitdmos e S mgicdmmdmmat ors believ
U. ¥. K. agr e etnheen dfgimre sttthoechleea t 1 f i eodu tbiyv & hter ameh and
submitted to Congress forexpeidewedndengthes ChbOWL
proce&ﬂsi'rssusslé‘sd bel ow.

Congressional Review of CLOUD Act Agreements

The CLOUD Act ©pr ovi dleasy fpoerr i ao dmaonfd actoonrgyr els& 0 ona l 1
propostd smlgaeiemgnt can'"The e£ddofitme sf ox ceumber of
procedures authorizing congressipnatvfhdensi derat:i
executeievimee natgron an expedited pmowgset hdhet pbrogedn
automatic deowmwgnmnegemmiftattchees t o whom the joint re
referred wiiwhiinvelr2 ® fdays;t aii matpioa mg somwmfamwmd detrr udt

72Cf.LIN & FIDLER, supranote93, at 5 (“[O]rders do not wundergo individual
mak ng the vetting of countries for the executive agreement

173 SeeKadzik Lettersupranote92( “ The legislative proposal is necessary to i
between thé&Jnited Kingdom and the United States that would permit U.S. companies to providie @gpons¢o

U.K. orders targeting neb.S. persons located outside the United States, while affording the United States reciprocal

rights . . . 7).

174 Seel_egislationto Permitthe SecureandPrivacy-ProtectiveExchangefor Electronic Data for the Purposes of
Combating Serious Crime Including Terrorism [hereinafter 2016 ProposedJUKSLegislation]in Kadzik Letter,
supranote92.

175 Comparee.g, 2016 Proposed U.8J.K. Legislation,supranotel74§ 2 (1) (“Timely access to ele
by communicationservice providers ian essential component of government efforts to protect public safety and

combat serious cr i me withChOUD Act8il@2fl) (identical languageinDQJ proposed . ” ) ,

amending ECPA to add an extraterritoriality provisionesponseo Microsoftin a draft bill circulated in 201 Bee

supranote68. That 2017 proposal incorporated the provisions authorizing data sharing executive agreements from

DOJ’s 201 Geepdr oposal.

176 Sege.g, Thomas P. Bossert & Paddy McGuinness, Opinibn,n * ¢ L e SHid&€TheirData Qvérsead.y.

TiMES (Feb. 15, 2018https://www.nytimes.com/2018/02/14/opinion/dateerseadegislation.htmi “ The bi 1l 1 woul d
authorize the attorney general to enter into such agreements, but only with allies that respect privacy and protect civil

liberties, and that have records of promgtand defending due process. The first one would be with Britain, which

already has the aut ho dJddnnifer DaskalNewBill Would Maot Microsoft leceland€Case a c t . 7 ) ;
And Much MorelJusT SEcURITY (Feb. 6, 2018)https://www.justsecurity.org/51886/bithoot microsoftirelandcase

more/(“[T]he legislation would authorize the executive to finalize a draft executive agreement with the UK that was
neggotiated during the Obama presidency . . . 7).

177CLOUD Act § 105 (adding 18 U.S.C. § 1253).

178 A joint resolution of disapproval is automatically referred to the House Committees on the Judiciary and Foreign
Affairs and the Senate Committees on the Judi@ad Foreign Relationtd. Wh e r e a s C o maymperieddo’ s 180
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debate; and expedited treatmentchafmbarj oint resol
Congt%ss

I f Congress enacts a joint -deypotavieow window,apph
CLOUD Act s praotpeoasgetcdh e mentohte neanyt e P°Sueho af ¢ oé¢ @t
resolution of disapprovaHambdiddomgugas s capdstshege
Pressdsngnature UBezauseothee CLOUD. Acdatpaovides
shanmnigmngemendsbmitltledet @lCamgtreeishse nagfptperwoov al o f
Cab tlneevte | e x e cutthiev eAtotfofrinceiya IGe ne r-aslomend Secretary
commentators contend that a President would be u
makimgpeoof majority neceCsLsOaUDyt toghtemknta. propos

Commentary on the CLOUD Act

The CLOUD Act has garnered bot Someainsguandhati ti
act provides a practical r elmezdayt ifoonr opfr oebvli ednesn cree la.

increased demand for dat 4%Ssutpoproerstscersser s hat i hecne
data stoérewhiabh oaft ennt eirsn ehte lcdo nbpya nU.eSs., has over b
architecture M_dAATabhdshedtensthegatory systems, r

“outdated at®US uipnpeofrftiecrise matl.s o argue that the CLOUD
protection for privacy,lsGTchievyi Ic olnit beenrdt itehsa,t ,a nadb sheunn
l aw,t rfartuesd foreign governments that are unable t
exert extraterritorial applicati 0%t hmf¢meheir own

vote on a joint resolution of disapproval commences on the date on which the Attorney General provides a copy of the
proposed agreement to Congress, theda®0clock for committee considsion begins to run on the date of referral of
a joint resolutionld.

19See id
180See id

181 See Legislation, Laws, and AdtsS.SENATE (last visited Apr. 5, 2018https://tinyurl.com/yaun8wry “ Li ke a bi 11,
a joint resolution requires the approval of both Chambers
There 1is no real difference between a joint resolution and

182Sege.g, Neema Singh Gullani & Naureen Shahe CLOUD ActDes n ¢t Hel p Privacy and Human
Hurts ThemLAwWFARE (Mar. 16, 2018)https://lawfareblog.com/cloudctdoesnthelp-privacy-andhumanrights-it-

hurts-then Robyn Greendrour Common Sense Fixes to the CLOUD Act that its Sponsors Should Siygort

SECURITY (Mar. 13, 2018)https://www.justsecurity.orgfy 28/commorsensefixes-cloud-actsponsorssupport/

183 See infranotes184-190

184 Seee.g, Bossert & McGuinnessupranote176, Lisa Monaco & John P. Carlin, Opiniatt, “ G/ obal Game of
Whacka-Mo | e ”: Over s e as kibthe 18th RaenturyasH. Pose(Mas. b, 2018),
https://tinyurl.com/ybghkrhnAndrew Keane Woods, Peter Swildie CLOUD Act: A Welcome Legislative Fix for

CrossBorder Data Problemd.AwrFARE (Feb. 6, 2018)https://lawfareblog.com/cloudctwelcomelegislativefix -
crossborderdataproblems

185 Seel IN & FIDLER, supranote93, at 4.

186 See e.g, Jennifer Daskal, Peter Swilhy the CLOUD Act is Good for Privacy and Human RightsvFARE
(Mar. 14, 2018)https://www.lawfareblog.com/whgloud-actgoodprivacy-andhumanrights

BData localization laws require technology companies to st
thereby potentially obviating ¢hneed for crosborder data requestSeg e.g, Bret Cohen, Britanie Hall, Charlie

Wood,Data Localization Laws and Their Impact on Privacy, Data Security and the Global EcofimmmyrusT, Fall

2017, at 107 Russia, China, Indonesia,caothershave n a ¢ t ¢ d e x {odalizationtrequirémentscappticable

to broad swaths of industry that require data to be stored on servers within their respective borders. . 7 ) ; Wi ll i am
Alan ReinschA DataLocalization Freefor-all?, CENTER FORSTRATEGIC & INTERNATIONAL STUDIES (Mar. 9, 2018),
https://www.csis.org/blogs/futwgigital-trade policy-androle-us-anduk/datalocalizaion-free-all#_ednrefl( “ T h e

degree of data localization measures worldwide has increas
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belimpede the effectimeeffBewtciradi th@§Joftenhaptng,y
companinecsl uding Apple, FacedbmdkOptOloogl ehe Mi egpbs b4
calling it an effective legisfative solution tha

Critics of the CLOUD Act arigase adathdthumampomsieghtas t
lowering the standards previohetgenecesmanyglto o
investigationSThag poosendti bsass.ttalned aGIdOUD rAc t

individual+rTedsomapil ei gms tiicfuil caabtlieo na nbda scerde doinb laer t
particularity, legality, and sevesitvpguegandi mgy
not rise to the level ofjpdiwbhadbhatcan¥erndcS&ssan
Some argue thancdt hdee cei xsel comt itwe cberrat i1 fy a country

Acdstandards should be su®pPebersocpncdoenacideaptthat o h-
t hfadr mia g idoantsa gdeoq uncosttn deeddawl ¢ meaddidodnhes tsi ¢ 1 a w
medthesaeligibidiflaweddttlkddagmusgwewdmlme naper ations
may not compomeswiitch| aws and®Mmeyechhngeidbives ofr
CLOUD Act argue that 1t shoultd amud qwirried ya tfooragipg n
foreign Boweardmemetbtef ore the ort®Ot hessi come¢dndn a
among other things, thegui hfeomk aftosrsehiogunl dg oi vnecrr nenaesne
obtain aetcienses ctoomnruen& [csaa mex missst atnhdaat h a ppl y° t o t he U
interception ofiditvlee cWihrmeitna pc akcito.ns

of global data localization measures, s@eipam Chander & Uyén P. LBata Nationalism64EMORY L.J. 677,682
712(2015)

188 See, e.gLIN & FIDLER, supranote93, at 4;Jennifer Daskal, Peter Swirgivacy and Civil Liberties Under the
CLOUD Act: AResponsd AWFARE (Mar. 21, 2018)https://www.lawfareblog.com/privaegndcivil -libertiesunder
cloud-actresponse

189 Seel etter from Appleet al.to Represetative Doug Collinst al.(Feb. 6, 2018),
https://blogs.microsoft.com/datalaw/vepntent/uploads/sitéks49/2018/02/TeclCompanied_etterof-Supportfor-
HouseCLOUD-Act-020618.pdf

190 Sege.g, Sharon Bradford Franklin, Director of Surveillance & Cybersecurity Policy, New America, Open
Technology InstituteQ Tl Opposes the CLOUD AGPENTECHNOLOGY INSTITUTE (Feb. 6, 2018),
https://www.newamerica.org/oti/pressleases/otopposescloud-act/ Gullani & Shahsupranote182 Robyn Greene,
Somewhat Improved, the CLOUD Act Still Poses a Threat to Privacy and Human Righ8curiTy (Mar. 23,
2018),https:/iwww.justsecurity.org/54242/improvetbud-actposesthreatprivacy-humanrights/.

11 5eeGullani & Shahsupranote182 See alsd-ranklinsupranote190, Camille FischerThe CLOUD Act: A
Dangerous Expansion of Snaog on CrossBorder Datg ELECTRONICFRONTIERFOUNDATION (Feb. 8, 2018),
https://www.eff.org/deeplinks/2018/02/cloadtdangerousexpansbn-police-snoopingcrossborderdatg CLOUD Act
Would Erode Trust in Privacy of Cloud Stora@eNTER FORDEMOCRACY AND TECHNOLOGY (Feb. 6, 2018),
https://cdt.og/press/clougactwould-erodetrustin-privacy-of-cloud-storage/

192Seee.g, Franklinsupranote190

193 SeeGullani & Shahsupranotel82( “ The very premise -otheidedthatcountrieseant CLOUD Ac
effectively be safdisted as humanights compliant, such that their individual data requests need no further human

rightsvetting s wrong. ”) .

194 Seee.g, Daniel Sepulveda, OpinigBill on CrossBorder Data Access Needs to Change, Despite Laudable Goal

THEHILL (Mar. 16, 2018)http://thehill.com/opiion/technology/37878Bill -on-crossborderdataaccesseedsto-
changedespitelaudablegoat Greenesupranotel190, Franklinsupranote19Q

195 SeeFischersupranote191; Greenesupranote190, Gullani & Shahsupranote182
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How Will CLOUD Act Agreemngt DahlamtiBnrgact with
Processes?

Executive agreements awotuhlod iszuepdpdbeyimatahte, Chbod$ Dr i Acgt
avenuienst eorfrdaatt iao #¥Aarciomgli ngly, requests for assist
available through MLATs (when in effect) and 1et

When analyzed in light olfe eGLOUDnActdahas sthhhe impgt
resul t -tiine rae dt hsryesbtoernd efro rd actrao sssharing in c¢criminal
are approved for CLOUD Act agreements could requ
in casessemvoltririmegvided they do omrotp etrasrognest 1lb.cSa.t
in the UnndedeStat e CLOIDI A¥Ehemtmat i ons that ha
ML AT but no CLOUD Act agreement, or for data regq
CLOUAct, foreign governme n¥Ki ncaalnl yu,s ep rtihvea tML AITi tpir g
nations that do not have a CLOUD Act agreement o
letters rogatory to %he courts of the United Sta

Figure 1.Three Tiers of Cross -Border Data Sharing

CLOUD Act Agreements
Available to select foreign nations whose
laws meet standards for privacy and civil
liberties protections, and removes
restrictions on direct disclosure of data
when requirements are met.

MLAT

May be available when no
CLOUD Act agreement is in place, or
for requests that fall outside the CLOUD
Act. MLAT requests require review and
approval from a U.S. court and DOJ and can take an
average of 10 months to complete.

Source: Supra88dletters Rogatory, oMutual Legal Assistance Treaties (MLATaphdOExecutive Agreements
Authorized by the CLOUD Act

196 S5eeCLOUD Act § 106.

197See suprg Réquirements for CLOUD Act Agreement$
198 See suprg Mutual Legal Assistance Treaties (MLATSY
19See suprg Létters Rogatory
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Conclusion

Whitltlee CLOUD Aomto ries olleiedkiemby stéoo pe ofif gt e ks
certain data storeoedl.B8vepy obvsioddednggs héd ttsest ody
international idsa tlaec ssAlstadimitnéga practgiinmuee s t o expand an.
mor e gl,oblaalwi zeendf o r we mkb dctaind £bfei ceicxaphed¢citreude ttoo s eek a
tdasaored on servers iosudtiséitAl eo htothingihy oret eicthmoil @lg yj
companies responsible for imaidmttaai mirreg la claaregle isnh
St a'ekUpni tSealaes ounts for 1 ess 3tbhalnniledm% eotfs t he e st
worl d¥T hlekemo gspohé ct i al mayn yc omad pdu d k@YD Act
agreembntd wouhdbopgrewisdd of data HwWhledthegy U. S. pr o-
United Statmetsseuwmciht ianganteeklhyed ¢ hendvidd i kgmrastsi vef t he
branch to cert'efyghbhidt Cpm gd @& o1 bad opcrkoapgorsecedme n t
through a joint reensaocltuetdi oimn toof Idaiws appr oval

The impact of the CLOUD Act on ipartiesreemsiptlsahbmansr i
di fficul f®Ttha hparse dtihcet .p ot e n ttiimedry s 6 e mr edt e na et hne e o
sharing, withmdoeéhtt tUUnud¢ teddaSHlaa ets@gnolptaaitmedast a dir
. companies without ignodvievrififfenititzhsigsst e mi oW by
ect access differs from exhetmagnentennwhioha
ueatdmiarstpeedf dheattyhtalte idepgorseedn duadifts &d , and

t he siyisataensb emooqampep ar ent over ti me.
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